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Background & Objectives
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Magnitude of Trade Facilitation

8.8 Million
Tenders

Worth 1589
Billion USD

0.8 Million
Bidders

0.43 Million
Procuring Entities

[ ] GePNIC® Users

|:] Non GePNIC®
Users
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Implementation Timeline, Growth at a Glance
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Salient Features - Functionalities
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Salient Features - Security Aspects
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Benefits to Buyers
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Benefits to Bidders
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Reduced Costs for Government and Vendors

Case eg — India oil Corporation [IOCL], a procuring entity, used to hire warehouse(s) to store bid documents and
employed a big team to manage the same. After adoption of online tendering all bids are stored in electronic mode and
Just one person manages the activity.
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Security Implementation
using

Digital Signature Certificates
In GePNIC®
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Authentication

e Needed to verify the
identity of the person or
entity with whom one is
transacting remotely.

e Method of establishing the
veracity of the person of
who he is actually claiming

to be. In the current

practices, this is achieved

by associating a photo i-

card or a driving license

with the individual.

Confidentiality

This is a method of ensuring
that apart from the parties
involved in the transaction, no
third party is able to know the

contents of the transaction.

Integrity

A means of ensuring that the
message contents are not
altered during transmission to

the intended recipient.
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Non-repudiation

Cryptography

® This is the act of assuring the

origin of a transaction or
action.

This is similar to the practice
of an agreement being
entered into by two parties
and each of them retaining a
copy of the agreement so
that verification should be
possible, if any dispute arise
later.

In order that the
communication between two
communicating parties is not
snooped or monitored by any
unauthorized parties the
science of Cryptography was
used by the communicating
parties.

It provides a means for secure
communications and protect
information resources on open

networks.




Hardware Tokens (eTokens) widely used

Key is highly

Key is . .
Y secured as it Highly Machine

enerated
& doesn’t leave portable Independent

.. h
inside the the token.

token.
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Secured Bid Encryption in GePNIC®

This "hash value” is analogous to a fingerprint of an individual being unique to that person.
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Challenges Addressed
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BID» ENCRPTION PROCESS FLOW DHNAGRAM

Bidders prepane s the document

¥
Bi dder s digital by Signs and e rify the dooame nt wsing bidde s private and public key

A Random Symimetric Key gene mbed by the appliction
*

The Digitally Signe d Document is further Encrypted at chent end using the Sy tric Key de
‘ope=ne r5 5 e chion
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SYM KEY = SK1+5K245K3 S¥M KEY = Anvy SK 1+ Ay SK2 Aorfy SK1+ My SK2 ‘

'

' '

respactively B
EQ1PubKey +3K1
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Partizl Symmetric Key isencrypted F:rthlSymmhqul:en:r.-p‘bad LEsing Partial Symmetric Key isencrypted usine Partizl Sy mmetric Kay isencrypted
wesings Bid Oip=nesrs Public Key Bid Dp=ne s Public Key resps o fvely Ex: B id Ope=ne= rs Pubiic Key resps ctively Ex:

uming Bid Opanars Public Koy
BOL Pub Kay + 5K, EO1 Pub Key + SK15K2 raspactively Ex:

BO2 Pub e+ 543, EO2 Pub Key + SK25K3 BO1Pub Hay + SK15K2 5K3
BO3 Pub Hay 553, EO3 Pub Hay + SK15KT

+

The Application mene rabes hash vahee for snorgpted data ot dient =nd. This ssoond level verification will be wmed to snsune additional data integty
dhurine transmission from cient e ndto s rver end

¥

Generate Hash for Signe d Doc. Signed Keys, Encrypted key Paiic will be conwe rted into java serialized objeds. Secured and serialized JavaData Dbje cts will
be stored in file system

*

Genesrarte @ JA R fil & which inchedes encrypted and s=rialized Java object and post the JAR fil= to the == rver

¥

JAR reosived at 5= rve r end will be =xtracted and verified for data integricy with = oond beve | verifiGtion proosss and bee pthe JAR file &5 enorypoed till bid
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|2 ClUser\NICS1\AppDatall ocall Tempi S8t 201606152 0 = © | S Cllsers MCSIT ApgDatalL. X

<DEPTCODE>PCCSM</DEPTCODE>
<FEETYPE>TENDERFEE</FEETYPE>
<AMOUNT>1000.00</AMOUNT>
<TENDERID>2016_CEWRN_128305_3</TENDERID>
<2IDDERKAME>RUPESH SUDARSHAN MESHRAM </BIDDERNAME>
<PAYTYPE>Refund < /PAYTYPE>
<REMARKS>NIL</REMARKS>
</TRANSACTION>
</OUTWARD>
- <Signature omins="hitp:/ /www.w3.0rg/2000/09/xmldsig#">
- <Signedinfo>
<Canonicafzation™ethod Algorithm="http://www.w3.0org/TR/2001/REC-xml-c14n-20010315"/>
<SignatureMsthod Algorithm="http:/ /www.w3.0rg/2000/09/xmldsig#rsa-shal’/>
- <Reference URI="">
- <Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature’/>
<fTransforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue> WXFIZWIm/zEgFljeGkRUVXcrévs=</Digestvalue>
</Reference>
</Signedinfo>
<SignatureVaiue> dWYGFGm8hrGLgOBmLSHWPGCRTOXVx9z8EgS61djKTIA67 1efErSvu3IXwWZYT+/yVDVi+MEogFIM
qyYOTEO6Pad3g/B6GfwgD7EKNESkkImeKweQtXepnfn620EppMESTLua+V801PgIXDEAWLFO9Yba
zm8l14BPnSGIk9gd1vx1e0ySjgHadedesCSIRPROGIBIHACDSsX93gV+EBCch2zvdF7LtUAWVKYmSF
iLKwieXViV/U5qr3/WE4n8fq6isRYLu1SHolModcripySsiEgor8ZnpOAfZFFf11ib1fw04el 220 hSAITHF3PHSBKDwr4fwXwR303/REBSH/ ImMPkg==</SignatureVaiue>
- <KeyInfo>
- <KeyValue>
- <RSAKeyValue>
<Modulus>nHPrTsyGxhgT6ASbMAKbHSN1AmJauw2iin6TgpbgXVNXq3ri66koScwTLKRwNszPo3mv8at8M5Gn
626F35/cleGgmiVuGxk/a8cOUDELRPAM77yt8rX6IMOYstZDsSnimVELKBDWZOTWiiN2xGZkr1s
j7Cdip+HvLpRSLIra49n9Q/aMSEYERwbwoyY7E2ZEIg8qNa7sBXmFzYwlz1XZa6eMboufysoko7l
MaKpC+yieAGhPZmdoxoxwyoDIpmWyNEUISBMH7Fz+rDKT/0u9qgfflWCCTqRojgwgsQswPhSwiS+oFS
2dxmKdI88+SIn3fQkRUIWEPW7Aiaq+tWIMOLYQ==</Moculus>
<Exponent>AQAB</Exponent>
</RSAKeyValue>
</KeyValue>
<fKeyInfo>
</Signature>
</TRANSACTIONS>
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Benefits of Digital Signature Certificates
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Various Recognition for eGP- GePNIC®
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Important Links
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https://eprocure.gov.in/cppp
https://eprocure.gov.in/eprocdashboard/
https://gepnic.gov.in/
https://eauction.gov.in/
https://eprocure.gov.in/cppp/bank_docs
https://gepnic.gov.in/show_content.php?lang=1&level=1&sublinkid=1790&lid=1707
https://gepnic.gov.in/show_content.php?layout=&lang=1&level=1&sublinkid=828&lid=834
https://gepnic.gov.in/newsletters.php?lang=1&EncHid=&lid=250
https://gepnic.gov.in/index.php#testimonial
https://eprocure.gov.in/cppp/sites/default/files/eproc/Annualreports/CPPP-AnnualReport-2019-20.pdf
https://gepnic.gov.in/show_content.php?layout=&lang=1&level=1&sublinkid=1757&lid=1692
https://eprocure.gov.in/cppp/sites/default/files/eproc/certificate/EPS_STQC_Certificate2020.pdf
https://twitter.com/NICMeity/status/1537342838543118336?cxt=HHwWgMDT1dPK3tUqAAAA
https://nesda.gov.in/publicsite/NeSDA2021_Report.pdf
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Thank You

Contacts

Mr K Srinivasa Raghavan, Ms Usha Saxena,

State Informatics Officer & Scientist G Head eProcurement Implementation & Scientist F
National Informatics Centre, National Informatics Centre,

Ministry of Electronics & Information Technology Ministry of Electronics & Information Technology
Government of India, Chennai Government of India, New Delhi
ks.raghavan@nic.in usha.saxena@nic.in

+91-9444992425 +91-9891646046
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